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INSTITUTE FOR WHAT IS A HUMAN RIGHTS IMPACT

HUMAN RIGHTS

ASSESSMENT?

* A context specific process for identifying,
understanding, assessing and addressing the
adverse effects of a business project, activities or
operations on the human rights enjoyment of
impacted rights-holders such as workers,
community members or consumers.

* It is an elaborate assessment process.

 Stand-alone exercise, but iterative follow up

activities are essential to ensuring long term

impacts.

* HRIAs are on human rights, through human rights, for human rights.
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INSTITUTE FOR WHAT DO HUMAN RIGHTS IMPACT
HUMAN RIGHTS ASSESSMENTS AIM TO ACHIEVE?

. Identification, avoidance and addressing of adverse
human rights impacts - change for people on the
ground (rightsholders)

. Establishment of meaningful dialogue between
stakeholders in a particular context, including
through developing joint ways forward

. Facilitating capacity building and learning of internal
and external stakeholders involved

. Enhancing transparency and accountability of the
business through documenting the impacts that
have been identified and actions taken to address
these

. Empowering rights-holders to hold business to
account for adverse human rights impacts
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RELEVANCE OF HRIAS TO INVESTORS

* A detailed human rights lens to ESG issues
associated with a specific investment / a type of
investment

* A potential prevention/ mitigation measure for
high-risk contexts (conflict, post-conflict, Covid-19
impacts etc.)

* HRIA reports provide valuable information in the
pre-investment stage

* Piloting HRIAs across select investments will result §
in learnings applicable to wider ESG systems

* Civil society / consumer push
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HUMAN RIGHTS DUE DILIGENCE

The UN GU|d|ng Principles on Policy commitment to human rights

Business and Human Rights r 1

(UNGPs) speak of

“assessment of human rights - : :

. n | Communicating Integration & acting

|”rnpaCtS . nOt.necessarl y d and reporting upon findings
human rights impact

assessment”.

e Other types of
assessments and due
d | I |ge nce a CtiVitieS are Process of continuous improvement
also needed to comply
with UNGPs

L Tracking & J
monitoring

Terms of Reference Template: Enhanced Assessment of Human Rights Impacts

ESESI vrieca
)
* Integrating elements of practca qudance and Terms of Reerence (Tofs) templaes
.
HRIA methodology into A
impact assessments o o S
other assessments and Tl gidence for und managers s nerdd 0 complemen! CDC's B Noteon Hunen
ESG activities can -

improve quality thereof

« Clarifying the terminology of human rights due diligence and human rights impact
ssessments (HRIAs), and describing the key parameters which should inform
ToRs for various forms of enhanced assessment of human rights risks and impacts;
= Options and key considerations for structuring the approach to enhanced human
rights due d'\'g nce;

ope + Questions to effective integration of a human rights lens into E&S due
and enable Scalablllty . iltgmpltpfmed pthRfadlﬁ nt approaches to enhanced assessment of

human rights impacts.




= ht‘tp:s':'www.humanrights.dkf'businessx’tools:‘human—ri ,0 v c =N Human rights impact asses.., X Stakeholder engagement
gested Sites v é] Web Slice Gallery v
Phase 1
Planning and
scoping
Phase 5 Ph 5
ase What happens in stakeholder engagement?
Reporting and

Data collection
and baseline

evaluation

development

Key questions addressed in this section:

= What are the different types of impacts to be considered: actual;
potential; caused by the business; contributed to by the business;
phase 3 and directly .linked to b.usine.ss operations, products and services
through business relationships?
* Why do the UN Guiding Principles focus on ‘adverse’ impacts and
what does this mean for the inclusion of project benefits in HRIA?
* How can the ‘severity’ of human rights impacts be assessed?

Phase 4

Impact mitigation
and management Analysing Impacts

Read the full Phase 3 guidance here.

Practitioner supplement:

* Analysing impacts



http://www.humanrights.dk/business/tools/human-rights-impact-assessment-guidance-and-toolbox
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Participation

Empowerment
Transparency

Accountability

Content Benchmark
Scope of impacts

Assessing impact
severity

Impact mitigation
measures

Access to remedy

Non-discrimination

KEY CRITERIA FOR HUMAN
RIGHTS IMPACT ASSESSMENT

Rights-holders, duty-bearers and human rights actors

Throughout the process

Inclusive engagement and consultation

Gender-sensitive

Vulnerable individuals and groups

Capacity building to participate

Process and outcomes

Assessment team is supported by human rights expertise
Responsibilities for mitigation are assigned and adequately resourced
Entitlements of rights-holders and the duties of duty-bearers identified

Human rights standards

Actual and potential impacts: caused by the business; to which the
business contributes; and impacts linked through business relationships
Cumulative impacts and legacy issues are considered

Impacts addressed according to severity of human rights consequences
Account for the interrelatedness of human rights, as well as the
interrelatedness of environmental, social and human rights factors
Addressing follows mitigation hierarchy ‘avoid-reduce-restore-remediate’
No offsetting

Avenues whereby rights-holders can raise concerns or complaints

During and after the assessment

Source: DIHR (2016), Human Rights Impact Assessment Guidance and Toolbox
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Talking the
Human Rights Walk

erience Assessing Human Rights Impacts
in its Business Activities
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THE PEOPLE BEHIN
THE PRICES

A Focused Human Rights Impact Assessment of SOK
Corporation’s Italian Processed Tomato Supply
Chains
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ASSESSMENT

SUMMARY REPORT
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Human Rights
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HUMAN RIGHTS IMPACT ASSESSMENT
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HUMAN RIGHTS EXAMPLES OF HRIA RESOURCES

Introduction to HRIA: https://www.humanrights.dk/tools/human-rights-impact-
assessment-guidance-toolbox/introduction-human-rights-impact-assessment
HRIA Guidance and Toolbox (DIHR): https://www.humanrights.dk/tools/human-
rights-impact-assessment-guidance-toolbox

Handbook on HRIA: https://www.humanrights.dk/news/new-handbook-offers-
insights-how-address-impacts-business-activities-human-rights

CDC Toolkit Guidance resource: ToR for human rights due diligence (includes HRIAs):

https://toolkit.cdcgroup.com/reference-materials/

Information on integration of human rights into ESHIAs:
https://www.humanrights.dk/tools/human-rights-impact-assessment-guidance-
toolbox/human-rights-eshia-practitioners

Business and Human Rights Resource Centre page on HRIA: https://www.business-

humanrights.org/en/big-issues/un-guiding-principles-on-business-human-
rights/human-rights-due-diligence-impact-assessment/

Various HRIA reports by DIHR: i.e. Nestlé, Eni, Total, other (see website)
Examples of HRIA reports by BSR: i.e. Telia, Facebook, other (see website)
Examples of HRIA reports by Nomogaia: http://nomogaia.org/work/



https://www.humanrights.dk/tools/human-rights-impact-assessment-guidance-toolbox/introduction-human-rights-impact-assessment
https://www.humanrights.dk/tools/human-rights-impact-assessment-guidance-toolbox
https://www.humanrights.dk/news/new-handbook-offers-insights-how-address-impacts-business-activities-human-rights
https://toolkit.cdcgroup.com/reference-materials/
https://www.humanrights.dk/tools/human-rights-impact-assessment-guidance-toolbox/human-rights-eshia-practitioners
https://www.business-humanrights.org/en/big-issues/un-guiding-principles-on-business-human-rights/human-rights-due-diligence-impact-assessment/
http://nomogaia.org/work/
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Ranking Digital Rights: Assessing
HRIA Disclosures, Nathalie
Maréchal




How Ranking Digital
Rights evaluates
corporate due diligence

Nathalie Maréchal, PhD
Policy Director, Ranking Digital Rights




HRIAS for digital rights

Human Rights Impact Assessment is a
process for systematically identifying,
predicting, and responding to the
potential human rights impacts of a

business operation.




What RDR looks for

Companies should evaluate:

o Impact of laws on privacy &
-OE per jurisdiction

o Impact of their own policy
enforcement processes

e« Targeted ads
o Algorithmic systems
« Zero-rating (if relevant)



Good HRIAs...

e Consider privacy, freedom of expression, & other human rights
e Are performed
o before launching or acquiring a new service

o before entering new markets
on a regular schedule (examining all operations)

e Arereviewed by executives and board members
e Are assured by an accredited third party

e Company publicly commits to keep doing them



2022 Findings

A The Ranking Digital Rights
A9A Big Tech Scorecard

e Twitter e Yandex
e Yahoo e Baidu
e Microsoft ¢« VK

« Google o Alibaba

e Meta e SAMSUNg
e Apple e Amazon
o Kakao e« Tencent

https://rankingdigitalrights.org/index2022/



https://rankingdigitalrights.org/index2022/
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Findings: Governments and regulations

“Companies should conduct regular, comprehensive, and
credible due diligence, through robust human rights impact
assessments, to identify how government regulations and
policies affect freedom of expression and information and
privacy, and to mitigate any risks posed by those impacts in
the jurisdictions in which it operates.”



Laws &

Policy 10
enforcement

Targeted ads I 2

AI.6

Average scores across 14 companies




Insights

Yahoo led on HRIAs (49%) despite YoY
decline

Amazon worst in US (0%)

Chinese & Russian companies score 0%
or close to it

Apple improved on governments and
regulations HRIAs

Yahoo improved on policy enforcement
HRIAS

Governments and regulations
are assessed the most

Best ever score: Telefénica
Common weak points
o No exec./board review

o No follow-up HRIAS
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HRIA: Sector-specific Good
Practice




Sector Human Rights
Assessments

MAY 2022




Types of Human Rights Assessment
A wide variety of items may be the subject of a human rights assessment.

Entire platform Market entry Industry vertical Product policy
New product launch Market exit Public policy

New product feature Ongoing presence Specific customer(s)
acquisitions

16



Non-User Rightsholders

Connected Sectors Open Web - Premium / Professional Content

Connected Industries (e.g., Connected Consumer

Auto, Finance, Health) Devices Encryption Web3 Open Web and Social Media - User Generated Content
=)
S Ci ted Govts ( Social <> Apps 2]
onnected Govts (e.g., Social L =P
8 Services, Smart Cities) Advertising Blockchain Metaverse S_
[ —
) 72}
a Search Engines (o)
(2)
== Online Retail and Commerce Avrtificial Intelligence and Augmented Reality and Virtual — >
U Machine Learning Reality 2 8
3 Cloud Services Providers < o
<. O @
= < §3
2 Content Delivery Networks and Hosting Companies [} (@)
7 Enabling Hardware Enabling Software 3 »
(o) N
=h ' i Q
Domain Registrars / ICANN -~
O . or Operating Systems and App (o)
() Semiconductor Manufacturers Component Manufacturers Digital Payment Platforms Stores S
=4 _ - 7
&I- Last Mile ISPs and Telecom Service Providers

Commodity / Enterprise

Network Equipment Vendors Hardware Manufacturers Security Software Providers Software Providers

Backbone ISPs

Transmission Infrastructure Companies (Cables, Towers)

Governments and Regulators

Standards Setting Organizations

BSR




“‘when we list positive impacts in this assessment, they are not being...offset against
adverse impacts...and many of the positive impacts themselves address actual
adverse impacts associated with the absence of end-to-end encryption”

Summary of Key Human Rights Opportunities

b

= v
— Encryption directly enables )

which enables

Physical Safety Freedom of Access to Freedom of Belief Freedom of
Expression and Information and Religion Association and
Opinion Assembly

Summary of Key Human Rights Risks

of terms of service -

a Misuse of messaging — End-to-end
— services & violations / encryption

More difficult to detect activities that harm human rights

Virality of hate Terrorism, violent Human
speech and harmful extremism, and digital trafficking
{j}% mis/disinformation recruiting %—
ly $(4
Child sexual Malicious coordinated g\ lllicit goods @
abuse and behavior/information sales
exploitation operations

(A range of appropriate mitigations are suggested to address these risks)
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Counterbalancing Competing Rights

When counterbalancing competing rights,
it’s important to utilize the following
international human rights principles:

Reverting to principle

Legitimacy

Necessity and
proportionality

D © ©

Nondiscrimination

Questions to Ask

Can the core principle of the restricted right
still be upheld in different ways?

Is there a legitimate aim in pursuing the
restriction of this right?

Is the restriction of the right necessary or can
the legitimate goal be achieved through other
means? If it is necessary, is it the least intrusive
way to restrict this right?

Can the restriction of the right be done in a
nondiscriminatory manner?

“human rights can be in tension
with one another for legitimate
reasons, and rights-based
methods can be deployed to
define a path forward when two
competing rights cannot both be
achieved in their entirety.

Rather than “offsetting” one right
against another, it is important to
pursue the fullest possible
expression of both rights and
identify how potential harms can
be addressed”

19



Thank You

BSR™ is a global nonprofit organization that works with its network of more
than 250 member companies and other partners to build a just and
sustainable world. From its offices in Asia, Europe, and North America,
BSR™ develops sustainable business strategies and solutions through
consulting, research, and cross-sector collaboration.

www.bsr.org
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© 2020 Business for Social Responsibility
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Q & A and Discussion
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Upcoming Webinars

Check out our Videologs to the webinar series on our YouTube channel!



https://www.youtube.com/channel/UCgyM18xHe6JUPr3xe2HHE8w
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